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18 USC § 1037 - Fraud and related activity in connection with electronic mail

(a) In General-Whoever, in or affecting interstate or foreign commerce, knowingly—
(1) accesses a protected computer without authorization, and intentionally initiates the transmission of multiple
commercial electronic mail messages from or through such computer,

(2) uses a protected computer to relay or retransmit multiple commercial electronic mail messages, with the intent
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to deceive or mislead recipients, or any Internet access service, as to the origin of such messages,
(3) materially falsifies header information in multiple commercial electronic mail messages and intentionally initiates
the transmission of such messages,
(4) registers, using information that materially falsifies the identity of the actual registrant, for five or more electronic
mail accounts or online user accounts or two or more domain names, and intentionally initiates the transmission of
multiple commercial electronic mail messages from any combination of such accounts or domain names, or
(5) falsely represents oneself to be the registrant or the legitimate successor in interest to the registrant of 5 or
more Internet Protocol addresses, and intentionally initiates the transmission of multiple commercial electronic mail
messages from such addresses,
or conspires to do so, shall be punished as provided in subsection (b).
(b) Penalties.— The punishment for an offense under subsection (a) is—
(1) a fine under this title, imprisonment for not more than 5 years, or both, if-
(A) the offense is committed in furtherance of any felony under the laws of the United States or of any State; or
(B) the defendant has previously been convicted under this section or section 1030, or under the law of any State
for conduct involving the transmission of multiple commercial electronic mail messages or unauthorized access
to a computer system;
(2) a fine under this title, imprisonment for not more than 3 years, or both, if-

(A) the offense is an offense under subsection (a)(1);
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(B) the offense is an offense under subsection (a)(4) and involved 20 or more falsified electronic mail or online
user account registrations, or 10 or more falsified domain name registrations;
(C) the volume of electronic mail messages transmitted in furtherance of the offense exceeded 2,500 during any
24-hour period, 25, 000 during any 30-day period, or 250,000 during any 1-year period;
(D) the offense caused loss to one or more persons aggregating $5,000 or more in value during any 1-year period;
(E) as a result of the offense any individual committing the offense obtained anything of value aggregating $5,000
or more during any l-year period; or
(F) the offense was undertaken by the defendant in concert with three or more other persons with respect to
whom the defendant occupied a position of organizer or leader; and

(3) a fine under this title or imprisonment for not more than 1 year, or both, in any other case.

(c) Forfeiture.—

(1) In general.— The court, in imposing sentence on a person who is convicted of an offense under this section, shall

order that the defendant forfeit to the United States—
(A) any property, real or personal, constituting or traceable to gross proceeds obtained from such offense; and
(B) any equipment, software, or other technology used or intended to be used to commit or to facilitate the
commission of such offense.

(2) Procedures.— The procedures set forth in section 413 of the Controlled Substances Act (21 U.S.C. 853), other

than subsection (d) of that section, and in Rule 32.2 of the Federal Rules of Criminal Procedure, shall apply to all
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stages of a criminal forfeiture proceeding under this section.

(d) Definitions.— In this section:
(1) Loss.— The term “loss” has the meaning given that term in section 1030 (e) of this title.
(2) Materially.— For purposes of paragraphs (3) and (4) of subsection (a), header information or registration
information is materially falsified if it is altered or concealed in a manner that would impair the ability of a
recipient of the message, an Internet access service processing the message on behalf of a recipient, a person
alleging a violation of this section, or a law enforcement agency to identify, locate, or respond to a person who
initiated the electronic mail message or to investigate the alleged violation.
(3) Multiple.— The term “multiple” means more than 100 electronic mail messages during a 24-hour period, more
than 1,000 electronic mail messages during a 30-day period, or more than 10,000 electronic mail messages during a
1-year period.
(4) Other terms.—  Any other term has the meaning given that term by section 3 of the CAN-SPAM Act of 2003.
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15 USC § 7704 - Other protections for users of commercial electronic mail
(d) Requirement to place warning labels on commercial electronic mail containing sexually oriented material
(1) In general
No person may initiate in or affecting interstate commerce the transmission, to a protected computer, of any
commercial electronic mail message that includes sexually oriented material and—
(A) fail to include in subject heading for the electronic mail message the marks or notices prescribed by the
Commission under this subsection; or
(B) fail to provide that the matter in the message that is initially viewable to the recipient, when the message is
opened by any recipient and absent any further actions by the recipient, includes only—

(i) to the extent required or authorized pursuant to paragraph (2), any such marks or notices;
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(ii) the information required to be included in the message pursuant to subsection (a)(5); and

(iil) instructions on how to access, or a mechanism to access, the sexually oriented material.
(2) Prior affirmative consent
Paragraph (1) does not apply to the transmission of an electronic mail message if the recipient has given prior
affirmative consent to receipt of the message.
(3) Prescription of marks and notices
Not later than 120 days after December 16, 2003, the Commission in consultation with the Attorney General shall
prescribe clearly identifiable marks or notices to be included in or associated with commercial electronic mail that
contains sexually oriented material, in order to inform the recipient of that fact and to facilitate filtering of such
electronic mail. The Commission shall publish in the Federal Register and provide notice to the public of the marks
or notices prescribed under this paragraph.
(4) Definition
In this subsection, the term “sexually oriented material” means any material that depicts sexually explicit conduct
(as that term is defined in section 2256 of title 18), unless the depiction constitutes a small and insignificant part of
the whole, the remainder of which is not primarily devoted to sexual matters.
(5) Penalty

Whoever knowingly violates paragraph (1) shall be fined under title 18, or imprisoned not more than 5 years, or both.
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Article 13 Unsolicited communications

1. The use of automated calling systems without human intervention (automatic calling machines), facsimile machines
(fax) or electronic mail for the purposes of direct marketing may only be allowed in respect of subscribers who have
given their prior consent.

2. Notwithstanding paragraph 1, where a natural or legal person obtains from its customers their electronic contact
details for electronic mail, in the context of the sale of a product or a service, in accordance with Directive 95/46/EC,
the same natural or legal person may use these electronic contact details for direct marketing of its own similar products
or services provided that customers clearly and distinctly are given the opportunity to object, free of charge and in an
easy manner, to such use of electronic contact details when they are collected and on the occasion of each message in

case the customer has not initially refused such use.



222

ok

[

(S

3. Member States shall take appropriate measures to ensure that, free of charge, unsolicited communications for
purposes of direct marketing, in cases other than those referred to in paragraphs 1 and 2, are not allowed either without
the consent of the subscribers concerned or in respect of subscribers who do not wish to receive these communications,
the choice between these options to be determined by national legislation.

4. In any event, the practice of sending electronic mail for purposes of direct marketing disguising or concealing the
identity of the sender on whose behalf the communication is made, or without a valid address to which the recipient
may send a request that such communications cease, shall be prohibited.

5. Paragraphs 1 and 3 shall apply to subscribers who are natural persons. Member States shall also ensure, in the
framework of Community law and applicable national legislation, that the legitimate interests of subscribers other than

natural persons with regard to unsolicited communications are sufficiently protected.
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