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§2511. Interception and disclosure of wire, oral, or electronic communications prohibited

(1) Except as otherwise specifically provided in this chapter any person who-
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(a) intentionally intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to
intercept, any wire, oral, or electronic communication;
(b) intentionally uses, endeavors to use, or procures any other person to use or endeavor to use any electronic,
mechanical, or other device to intercept any oral communication when-
(i) such device is affixed to, or otherwise transmits a signal through, a wire, cable, or other like connection
used in wire communication; or
(ii) such device transmits communications by radio, or interferes with the transmission of such communication;
or
(iii) such person knows, or has reason to know, that such device or any component thereof has been sent
through the mail or transported in interstate or foreign commerce; or
(iv) such use or endeavor to use (A) takes place on the premises of any business or other commercial
establishment the operations of which affect interstate or foreign commerce; or (B) obtains or is for the
purpose of obtaining information relating to the operations of any business or other commercial establishment
the operations of which affect interstate or foreign commerce; or
(v) such person acts in the District of Columbia, the Commonwealth of Puerto Rico, or any territory or
possession of the United States;
(c) intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral, or electronic

communication, knowing or having reason to know that the information was obtained through the interception



of a wire, oral, or electronic communication in violation of this subsection;
(d) intentionally uses, or endeavors to use, the contents of any wire, oral, or electronic communication, knowing
or having reason to know that the information was obtained through the interception of a wire, oral, or electronic
communication in violation of this subsection; or
(e)

(i) intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral,

or electronic communication, intercepted by means authorized by sections 2511(2)(a)(ii), 2511(2)(b)-(c),

il
20 2511(2)(e), 2516, and 2518 of this chapter,
=
E (ii) knowing or having reason to know that the information was obtained through the interception of such a
E.\l
% communication in connection with a criminal investigation,
|
S_ (iii) having obtained or received the information in connection with a criminal investigation, and
i (iv) with intent to improperly obstruct, impede, or interfere with a duly authorized criminal investigation,
shall be punished as provided in subsection (4) or shall be subject to suit as provided in subsection (5).
(2)-(3) [omitted]
(4)
(a) Except as provided in paragraph (b) of this subsection or in subsection (5), whoever violates subsection (1)
~ of this section shall be fined under this title or imprisoned not more than five years, or both.
(=
2]

(b) Conduct otherwise an offense under this subsection that consists of or relates to the interception of a satellite



transmission that is not encrypted or scrambled and that is transmitted-

0
& (i) to a broadcasting station for purposes of retransmission to the general public; or
(ii) as an audio subcarrier intended for redistribution to facilities open to the public, but not including data
transmissions or telephone calls,
is not an offense under this subsection unless the conduct is for the purposes of direct or indirect commercial
advantage or private financial gain.
& (5)
(a)
i (i) If the communication is-
L (A) a private satellite video communication that is not scrambled or encrypted and the conduct in violation
» of this chapter is the private viewing of that communication and is not for a tortious or illegal purpose or

for purposes of direct or indirect commercial advantage or private commercial gain; or
(B) a radio communication that is transmitted on frequencies allocated under subpart D of part 74 of the
rules of the Federal Communications Commission that is not scrambled or encrypted and the conduct in
violation of this chapter is not for a tortious or illegal purpose or for purposes of direct or indirect commercial
advantage or private commercial gain,

then the person who engages in such conduct shall be subject to suit by the Federal Government in a court of

competent jurisdiction.



(ii) In an action under this subsection-
(A) if the violation of this chapter is a first offense for the person under paragraph (a) of subsection (4)
and such person has not been found liable in a civil action under section 2520 of this title, the Federal
Government shall be entitled to appropriate injunctive relief; and
(B) if the violation of this chapter is a second or subsequent offense under paragraph (a) of subsection (4)
or such person has been found liable in any prior civil action under section 2520, the person shall be subject

to a mandatory 500 civil fine.

)

% (b) The court may use any means within its authority to enforce an injunction issued under paragraph (ii)(A),

w.% and shall impose a civil fine of not less than 500 for each violation of such an injunction.
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7 Telecommunications not to be intercepted
(1) A person shall not:

(a) intercept;

(b) authorize, suffer or permit another person to intercept; or
(c

) do any act or thing that will enable him or her or another person to intercept;
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a communication passing over a telecommunications system.

(2)-(10) [omitted]

105 Contravention of section 7 or 63
(1) A person who contravenes subsection 7(1) or section 63 is guilty of an offence against that subsection or section.
(2) An offence against subsection 7(1) or section 63 is an indictable offence and, subject to this section, is punishable
on conviction by imprisonment for a period not exceeding 2 years.
(3) Notwithstanding that an offence against subsection 7(1) or section 63 is an indictable offence, a court of summary
jurisdiction may hear and determine proceedings in respect of such an offence if, and only if:
(a) the proceedings are brought in the name of the Attorney-General or the Director of Public Prosecutions;
(b) the defendant and the prosecutor consent; and
(c) the court is satisfied that it is proper for the court to hear and determine proceedings in respect of the offence.
(4) Where, in accordance with subsection (3), a court of summary jurisdiction convicts a person of an offence against
subsection 7(1) or section 63, the penalty that the court may impose is imprisonment for a period not exceeding 6

months.
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§2511. Interception and disclosure of wire, oral, or electronic communications prohibited

http://www.gpo.gov/fdsys/pkg/USCODE-2011-title18/pdf/USCODE-2011-title18-partl-chap119-sec2511.pdf [1]
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Telecommunications (Interception and Access) Act 1979
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http://www.1800caught.com.au/pdf/Telecommunications%20_Interceptionand_Access%20-%20Act%201979.pdf
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Beware apps that hide your cheatin’ heart (Stuff NZ: 23 October, 2012)
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