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§ 202a Ausspihen von Daten

(1) Wer unbefugt sich oder einem anderen Zugang zu Daten, die nicht fiir ihn bestimmt und die gegen unberechtigten
Zugang besonders gesichert sind, unter Uberwindung der Zugangssicherung verschafft, wird mit Freiheitsstrafe bis

zu drei Jahren oder mit Geldstrafe bestraft.

(2) Daten im Sinne des Absatzes 1 sind nur solche, die elektronisch, magnetisch oder sonst nicht unmittelbar

wahrnehmbar gespeichert sind oder tibermittelt werden.
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§ 202b Abfangen von Daten

Wer unbefugt sich oder einem anderen unter Anwendung von technischen Mitteln nicht fur ihn bestimmte Daten (§
202a Abs. 2.) aus einer nichtoffentlichen Dateniibermittlung oder aus der elektromagnetischen Abstrahlung einer
Datenverarbeitungsanlage verschafft, wird mit Freiheitsstrafe bis zu zwei Jahren oder mit Geldstrafe bestraft, wenn

die Tat nicht in anderen Vorschriften mit schwererer Strafe bedroht ist.
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§ 202c Vorbereiten des Ausspidhens und Abfangens von Daten

(1) Wer eine Straftat nach § 202a oder § 202b vorbereitet, indem er

1. Passworter oder sonstige Sicherungscodes, die den Zugang zu Daten (§ 202a Abs. 2) ermoglichen, oder

2. Computerprogramme, deren Zweck die Begehung einer solchen Tat ist,

herstellt, sich oder einem anderen verschafft, verkauft, einem anderen tiberlésst, verbreitet oder sonst zuginglich

macht, wird mit Freiheitsstrafe bis zu einem Jahr oder mit Geldstrafe bestraft.

(2) § 149 Abs. 2 und 3 gilt entsprechend.
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Sec. 1028. - Fraud and related activity in connection with identification documents and information

(a) Whoever, in a circumstance described in subsection (c) of this section -

(1) knowingly and without lawful authority produces an identification document or a false identification
document;

(2) knowingly transfers an identification document or a false identification document knowing that such document
was stolen or produced without lawful authority;

(3) knowingly possesses with intent to use unlawfully or transfer unlawfully five or more identification documents
(other than those issued lawfully for the use of the possessor) or false identification documents;

(4) knowingly possesses an identification document (other than one issued lawfully for the use of the possessor)
or a false identification document, with the intent such document be used to defraud the United States;

(5) knowingly produces, transfers, or possesses a document-making implement with the intent such document-
making implement will be used in the production of a false identification document or another document-making
implement which will be so used;

(6) knowingly possesses an identification document that is or appears to be an identification document of the
United States which is stolen or produced without lawful authority knowing that such document was stolen or
produced without such authority; or

(7) knowingly transfers or uses, without lawful authority, a means of identification of another person with the

intent to commit, or to aid or abet, any unlawful activity that constitutes a violation of Federal law, or that



constitutes a felony under any applicable State or local law;
shall be punished as provided in subsection (b) of this section.
(b) The punishment for an offense under subsection (a) of this section is -
(1) except as provided in paragraphs (3) and (4), a fine under this title or imprisonment for not more than 15
years, or both, if the offense is -

(A) the production or transfer of an identification document or false identification document that is or appears

—_ to be -
1
22 (i) an identification document issued by or under the authority of the United States; or
=
E (ii) a birth certificate, or a driver’s license or personal identification card;
N
=2 (B) the production or transfer of more than five identification documents or false identification documents;
]
S_ (C) an offense under paragraph (5) of such subsection; or
+ (D) an offense under paragraph (7) of such subsection that involves the transfer or use of 1 or more means
of identification if, as a result of the offense, any individual committing the offense obtains anything of value
aggregating $1,000 or more during any 1-year period;
except as provided in paragraphs an , a fine under this title or imprisonment for not more than three
2 t ided i hs (3) and (4), a fi der this titl i i t fi t than th
years, or both, if the offense is -
~ (A) any other production, transfer, or use of a means of identification, an identification document, or a false
i
[a\}

identification document; or
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(B) an offense under paragraph (3) or (7) of such subsection;
(3) a fine under this title or imprisonment for not more than 20 years, or both, if the offense is committed -
(A) to facilitate a drug trafficking crime (as defined in section 929(a)(2));
(B) in connection with a crime of violence (as defined in section 924(c)(3)); or
(C) after a prior conviction under this section becomes final;
(4) a fine under this title or imprisonment for not more than 25 years, or both, if the offense is committed to
facilitate an act of international terrorism (as defined in section 2331(1) of this title);
(5) in the case of any offense under subsection (a), forfeiture to the United States of any personal property used
or intended to be used to commit the offense; and
(6) a fine under this title or imprisonment for not more than one year, or both, in any other case.
(¢) The circumstance referred to in subsection (a) of this section is that -
(1) the identification document or false identification document is or appears to be issued by or under the authority
of the United States or the document-making implement is designed or suited for making such an identification
document or false identification document;
(2) the offense is an offense under subsection (a)(4) of this section; or
(3) either -
(A) the production, transfer, possession, or use prohibited by this section is in or affects interstate or foreign

commerce, including the transfer of a document by electronic means; or
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(B) the means of identification, identification document, false identification document, or document-making
implement is transported in the mail in the course of the production, transfer, possession, or use prohibited by
this section.
(d) In this section -
(1) the term “document-making implement” means any implement, impression, template, computer file, computer
disc, electronic device, or computer hardware or software, that is specifically configured or primarily used for
making an identification document, a false identification document, or another document-making implement;
(2) the term “identification document” means a document made or issued by or under the authority of the
United States Government, a State, political subdivision of a State, a foreign government, political subdivision of
a foreign government, an international governmental or an international quasi-governmental organization which,
when completed with information concerning a particular individual, is of a type intended or commonly accepted
for the purpose of identification of individuals;
(3) the term “false identification document” means a document of a type intended or commonly accepted for the
purposes of identification of individuals that -
(A) is not issued by or under the authority of a governmental entity; and
(B) appears to be issued by or under the authority of the United States Government, a State, a political
subdivision of a State, a foreign government, a political subdivision of a foreign government, or an international

governmental or quasi-governmental organization;
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(4) the term “means of identification” means any name or number that may be used, alone or in conjunction

with any other information, to identify a specific individual, including any -

(A) name, social security number, date of birth, official State or government issued driver’s license
or identification number, alien registration number, government passport number, employer or taxpayer
identification number;

(B) unique biometric data, such as fingerprint, voice print, retina or iris image, or other unique physical
representation;

(C) unique electronic identification number, address, or routing code; or

(D) telecommunication identifying information or access device (as defined in section 1029(e));

(5) the term “personal identification card” means an identification document issued by a State or local
government solely for the purpose of identification;

(6) the term “produce” includes alter, authenticate, or assemble;

(7) the term “transfer” includes selecting an identification document, false identification document, or
document-making implement and placing or directing the placement of such identification document, false
identification document, or document-making implement on an online location where it is available to others;
and

(8) the term “State” includes any State of the United States, the District of Columbia, the Commonwealth of

Puerto Rico, and any other commonwealth, possession, or territory of the United States.
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402.1 Definition of “identity information”
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For the purposes of sections 402.2 and 403, “identity information” means any information - including biological
or physiological information - of a type that is commonly used alone or in combination with other information to
identify or purport to identify an individual, including a fingerprint, voice print, retina image, iris image, DNA
profile, name, address, date of birth, written signature, electronic signature, digital signature, user name, credit
card number, debit card number, financial institution account number, passport number, Social Insurance Number,

health insurance number, driver’s licence number or password.
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402.2 Identity theft

(1) Everyone commits an offence who knowingly obtains or possesses another person’s identity information in
circumstances giving rise to a reasonable inference that the information is intended to be used to commit an
indictable offence that includes fraud, deceit or falsehood as an element of the offence.

(2) Everyone commits an offence who transmits, makes available, distributes, sells or offers for sale another person’s
identity information, or has it in their possession for any of those purposes, knowing that or being reckless as to
whether the information will be used to commit an indictable offence that includes fraud, deceit or falsehood as an
element of the offence.

(3) [omitted]

(4) An accused who is charged with an offence under subsection (1) or (2) may be tried and punished by any court
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having jurisdiction to try that offence in the place where the offence is alleged to have been committed or in the
place where the accused is found, is arrested or is in custody. However, no proceeding in respect of the offence shall
be commenced in a province without the consent of the Attorney General of that province if the offence is alleged
to have been committed outside that province.
(5) Everyone who commits an offence under subsection (1) or (2)

(a) is guilty of an indictable offence and liable to imprisonment for a term of not more than five years; or

(b) is guilty of an offence punishable on summary conviction.
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