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815.06 Offenses against computer users
(1) Whoever willfully, knowingly, and without authorization:
(b) Disrupts or denies or causes the denial of computer system services to an authorized user of such computer

system services, which, in whole or part, is owned by, under contract to, or operated for, on behalf of, or in



204

it

=i
Bl

[

(S

conjunction with another

commits an offense against computer users.

4l BN REIRDNR 2 NEQEME 502.(c)(5) BT AN T —ad — X QEEEW K QR L O 5

HOIlCcw
REFEOV EfEmt” NANYH —ahp —"UXKWE@EUY 00T IEEWRHUP LR w287 ANy A —
BIAANMT — 2 NKINGRITB T NY | — e D e D — N QEEWE e H — R LR T NY | — v —

MK QBEEWEKIDT 2O b S ERIWRH R 8T

502.(c)(5)
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NRS 205.477 Unlawful interference with or denial of access to or use of computers; unlawful use or
access of computers; affirmative defense.

1. Except as otherwise provided in subsections 3 and 4, a person who knowingly, willfully and without authorization
interferes with, denies or causes the denial of access to or use of a computer, system or network to a person who

has the duty and right to use it is guilty of a misdemeanor.
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3)

§ 303b Computersabotage
(1) Wer eine Datenverarbeitung, die fiir einen anderen von wesentlicher Bedeutung ist, dadurch erheblich stort,
dass er

1. eine Tat nach § 303a Abs. 1 begeht,

2. Daten (§ 202a Abs. 2) in der Absicht, einem anderen Nachteil zuzufiigen, eingibt oder iibermittelt oder

3. eine Datenverarbeitungsanlage oder einen Datentriger zerstort, beschadigt, unbrauchbar macht, beseitigt oder



verandert,
wird mit Freiheitsstrafe bis zu drei Jahren oder mit Geldstrafe bestraft.
(2) Handelt es sich um eine Datenverarbeitung, die fiir einen fremden Betrieb, ein fremdes Unternehmen oder eine
Behorde von wesentlicher Bedeutung ist, ist die Strafe Freiheitsstrafe bis zu fiinf Jahren oder Geldstrafe.
(3) Der Versuch ist strafbar.
(4) In besonders schweren Féllen des Absatzes 2 ist die Strafe Freiheitsstrafe von sechs Monaten bis zu zehn Jahren.
Ein besonders schwerer Fall liegt in der Regel vor, wenn der Téater
1. einen Vermogensverlust grofen Ausmafles herbeifiihrt,
2. gewerbsméafig oder als Mitglied einer Bande handelt, die sich zur fortgesetzten Begehung von
Computersabotage verbunden hat,

3. durch die Tat die Versorgung der Bevilkerung mit lebenswichtigen Giitern oder Dienstleistungen oder die

FAN—JUHOWRE (—)

Sicherheit der Bundesrepublik Deutschland beeintrachtigt.
(5) Fir die Vorbereitung einer Straftat nach Absatz 1 gilt § 202¢ entsprechend.
(8)
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§ 317 Storung von Telekommunikationsanlagen

(1) Wer den Betrieb einer offentlichen Zwecken dienenden Telekommunikationsanlage dadurch verhindert oder
gefahrdet, dafler eine dem Betrieb dienende Sache zerstort, beschidigt, beseitigt, verdndert oder unbrauchbar
macht oder die fiir den Betrieb bestimmte elektrische Kraft entzieht, wird mit Freiheitsstrafe bis zu fiinf Jahren
oder mit Geldstrafe bestraft.

(2) Der Versuch ist strafbar.

(3) Wer die Tat fahrlassig begeht, wird mit Freiheitsstrafe bis zu einem Jahr oder mit Geldstrafe bestraft.
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Articulo 264.
1. Sera castigado con la pena de prisién de uno a tres afios y multa de doce a veinticuatro meses el que causare
danos expresados en el articulo anterior, si concurriera alguno de los supuestos siguientes:
1. Que se realicen para impedir el libre ejercicio de la autoridad o en venganza de sus determinaciones, bien se
cometiere el delito contra funcionarios piblicos, bien contra particulares que, como testigos o de cualquier otra
manera, hayan contribuido o pueden contribuir a la ejecucién o aplicacién de las Leyes o disposiciones generales.
2. Que se cause por cualquier medio infeccién o contagio de ganado.
3. Que se empleen sustancias venenosas o corrosivas.
4. Que afecten a bienes de dominio o uso publico o comunal.
5. Que arruinen al perjudicado o se le coloque en grave situacién econémica.
2. La misma pena se impondrd al que por cualquier medio destruya, altere, inutilice o de cualquier otro modo dane

los datos, programas o documentos electrénicos ajenos contenidos en redes, soportes o sistemas informaticos.
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3.
(1) A person is guilty of an offence if

(a) he does any act which causes an unauthorised modification of the contents of any computer; and
Avmﬁgmﬁgméwmbw@mommgomoﬁwmwmmgmwm@cwm;mw:gbnms&gowo@zww;mwzo,io&mm.
v

(2

contents of any computer and by so doing?

For the purposes of subsection (1)(b) above the requisite intent is an intent to cause a modification of the

(a) to impair the operation of any computer;

(b) to prevent or hinder access to any program or data held in any computer; or



) to impair the operation of any such program or the reliability of any such data.
he intent need not be directed at?

3

(c

)T

(a) any particular computer;

(b) any particular program or data or a program or data of any particular kind; or

(c) any particular modification or a modification of any particular kind.

(4) For the purposes of subsection (1)(b) above the requisite knowledge is knowledge that any modification he

intends to cause is unauthorised.

.“(n (5) It is immaterial for the purposes of this section whether an unauthorised modification or any intended effect of
w.% it of a kind mentioned in subsection (2) above is, or is intended to be, permanent or merely temporary.
WM (6) For the purposes of the [1971 c. 48.] Criminal Damage Act 1971 a modification of the contents of a computer
W shall not be regarded as damaging any computer or computer storage medium unless its effect on that computer
i or computer storage medium impairs its physical condition.
(7) A person guilty of an offence under this section shall be liable;

(a) on summary conviction, to imprisonment for a term not exceeding six months or to a fine not exceeding the

statutory maximum or to both; and

(b) on conviction on indictment, to imprisonment for a term not exceeding five years or to a fine or to both.
N
[a\}
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(6)

3 Unauthorised acts with intent to impair, or with recklessness as to impairing, operation of
computer, etc..

(1) A person is guilty of an offence if- .

) he does any unauthorised act in relation to a computer; .

) at the time when he does the act he knows that it is unauthorised; and .
vm_drmamc_ummnﬂosvaoﬁmcvmmniodva_om_oémvwmam..
H

(2

is subsection applies if the person intends by doing the act- .

)
(a
(b
(c
)
(a

) to impair the operation of any computer; .
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b) to prevent or hinder access to any program or data held in any computer; .

(

(c) to impair the operation of any such program or the reliability of any such data; or .

(d) to enable any of the things mentioned in paragraphs (a) to (c) above to be done. .
(3) This subsection applies if the person is reckless as to whether the act will do any of the things mentioned in
paragraphs (a) to (d) of subsection (2) above. .
(4) The intention referred to in subsection (2) above, or the recklessness referred to in subsection (3) above, need
not relate to- .

a) any particular computer; .

b) any particular program or data; or .

¢) a program or data of any particular kind. .

(5) In this section- .

(
(
(
)
(a) a reference to doing an act includes a reference to causing an act to be done; .
(b) "act” includes a series of acts; .
(c) a reference to impairing, preventing or hindering something includes a reference to doing so temporarily. .
(6) A person guilty of an offence under this section shall be liable- .
(a) on summary conviction in England and Wales, to imprisonment for a term not exceeding 12 months or to a

fine not exceeding the statutory maximum or to both; .

(b) on summary conviction in Scotland, to imprisonment for a term not exceeding six months or to a fine not
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exceeding the statutory maximum or to both; .

(c) on conviction on indictment, to imprisonment for a term not exceeding ten years or to a fine or to both.
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(&)  Spanish hacker sentenced to two years in jail for DDoS attack

Sophos: February 7, 2006
http:/ /www.sophos.com/ja-jp/press-office /press-releases/2006/02/garrido.aspx [110 | | 1#Em | HmER
(8)  Director of Public Prosecutions v David Lennon [2006] EWHC 1201
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